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CROWDSTRIKE OUTAGE

A faulty CrowdStrike update in
July 2024 caused global IT
outages,

, disrupting
businesses, airports, hospitals,
and exposing systems to

cybersecurity risks.
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Delta Airlines hits out at CrowdStrike,
alleging $500m loss
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4.3 million impacted by
HealthEquity data breach

Microsoft admits CrowdStrike

incident far greater than reported

Proofpoint exploit allows for
millions of fake emails

Desmond Israel

4 pnvac‘

Technically we call it blue 1249
Cyber screen of death. Q

Securit v »
Headlil
@'w‘/s bbcafrica &
96

A massive tech failure has caused travel ...
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CROWDOUT- WHAT HAPPENED?
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CROWDOUT- GLOBAL SOUTH IMPACT
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CROWDOUT-

In 2010, McAfee released a 2
that mistakenly identified a
critical Windows file, “svchost.exe,”
as avirus. This critical error crashed
millions of computers and got them

stuck in reboot loops.

A 2009 Agreement between the
1 European Commission and
Microsoft, required they give
security software the
to Windows as Microsoft
itself

POSSIBLE REOCCURENCE?

3

In July 2024 a

caused global IT outages,
affecting 8.5 million devices,
disrupting businesses, airports,
hospitals, and exposing systems to
cybersecurity risks.
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CROWDOUT- INFERRING THE IMPACT?

The lack of a specific test to catch the input mismatch

indicates weaknesses in the SDLC processes.

The deployment of Channel File 291 containing

problematic content without adequate validation.
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CROWDOUT-A POLICY WAKE-UP CALL

1. OVERSIGHT

TECHNOLOGY
REGULATORY
GAPS

Establish regional technology
task forces that collaborate with
global governance bodies,
ensuring that Africa’s needs and
risks are incorporated into
international standards and best
practices for emerging
technologies.

2. ACCESS

UNEQUAL ACCESS
TO DIGITAL
INFRASTRUCTURE

International bodies such as the
World Bank and the African
Development Bank should
collaborate with national
governments to invest in building
resilient local digital infrastructures.
This would mitigate the effects of
global outages and promote
technological self-sufficiency inthe
region.

3. COLLABORATION

REGIONAL
COLLABORATION
ON TECHNOLOGY

The African Union (AU) and
other regional bodies must push
for collective bargaining power

when negotiating with global

tech companies. Establishing
regional technology policy
frameworks and tech standards
will empower African nations to
mitigate risks from foreign tech
dominance.

4.INVESTMENT

INVESTMENT INLOCAL
TECHN-ECOSYSTEMS

Governments and development
agencies should invest heavily inlocal
techtalent and infrastructure,
promoting African-led innovation. This
would reduce reliance on external
solutions and help Africa build its own
robust digital infrastructure,
diminishing the impacts of tech-
colonialism and fostering
technological self-reliance.
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